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. General
.. Complete name: C\Userstadmin\Desk:
- Format: MPEG-4
.. Format profile: 3GPP Media Release 4
.. Codec ID: 3gp4 (isom/3gp4)
- File size: 1.35 MiB
- Duration: 42 5 880 ms
.. Overall bit rate mode: Constant
= 'jﬁd kil
.- Encoded date: UTC 2020-05-01 12:58:01
.. Tagged date: UTC 2020-05-01 12:59:01
- Dok bkmk
[emensmierers]
. AUTTO
.. 1Dz 1
- Format: AAC LC
... Format/info: Advanced Audio Codec Low Complexity
- Codec 1D: mp4a-40-2
- Duration: 42 5 880 ms
.. Bit rate mode: Constant
.. Bit rate: 256 kbis
..Channel(s). 1 channel
. Channel layout. C
- Sampling rate: 48.0 kHz
- Frame rate: 46.875 FPS (1024 SPF)
Compressmn maode: Lossy

Cesarall Bit ot

- Encoded date: UTC 2020-05-01 12:59:01
.- Tagged date: UTC 2020-05-01 12:59:01

[ . General |
.. Complete name: C\Users\adm|n\DE,-sKl0p‘E°'”\1 001-1.m4a
.. Format, MPEG-4 |
- Format profile; 3GPP Media Release 4

- Codec |D; 3gp4 (isom/3gp4d)

- File size: 1.04 MiB

- Duration: 32 5 917 ms

- Overall bit rate mode: Constant

- Overall bit rate: 266 kbis

-| Encoded date: UTC 2020-05-01 13:20:51
.| Tagged date: UTC 2020-05-01 13:20:51
- book: bkmk

-Audio

1D 1

- Format: AAC LC

.. Format/info: Advanced Audio Codec Low Complexity
.. Codec ID: mpda-40-2

- Duration: 32 5 917 ms

- Bit rate mode: Constant

- Bit rate: 256 kbis

.. Channel{s}. 1 channel

.. Channel layout. C

.. 3ampling rate: 48.0 kHz

.. Frame rate: 46.875 FPS (1024 SPF)

.. Compression mode: Lossy

.. Btream size: 1.00 MiB (96%)

- Language: English
-} Encoded date: UTC 2020-05-01 12:59:01
-} Tagged date: UTC 2020-05-01 13:20:51
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algbgal | -84 %5-003.mda 4 003.mda 4 003.mda 4 532mda
b Aed | 84 58-005.amr 4 005.mda 4 005.mda 44 54 mda
S KA 4 013mda 4 007T.mda 54 5¥.mda
A | A 58007 mda SlElH 001.mda | 9JE4F 001, mda | 4lE14 001, mda
el | dubgA | 84 S5-000.mda QIElH 003 mda | SlE}H 003 mda | SlE}H 003, mda
e 524 %8-011L.amr SlelH 005, mda | SJEJ4 005, mda | <lElH 005, mda
25 | S 5013 mia
2] Ak | -84 5E015.mia
Aed | 24 55017 anr

i

# () glERe|= BAH
E 4. HHA £E 9, WHA| 38, UHA| $10 AOIEE 2 =53 1Y =&
Table 4. List of original recording of Samsung Galaxy Note 9, Galaxy S8, Galaxy S10 for experiment

pe | weaa | AT | S0 | Auass A4 810
g | &4 00lmia &4 00L.mda 4 00L.mda | &4 00l.mda

alu duk-g-d 24 003.mda 44 008.mda 24 003.mda 44 005.mda
A& 44 005.mda 24 012.nmda &4 005.mda | 84 009.mda
ZH H L4 007.mda 54 010.mda 54 007.mda 54 013.mda
B alelH 001, mda | alelH 001, mda | &Il 001, mda | &lElH 001, mda

JEH | oubed | <lEF 003.mda | VB 005,mda | QlE 003.mda | Q1EI 005,mda
A alelH 005, mda | 2JElH 009, mda | o1&l 005 mda | &1E]H 009, mda

() @ QlERe|E B
[E 5I(E 6)[E 7) el 53 dde] 94 et gl AR P4 AR ~rpEE 93] spedejo},

B 5. WA LE WA 32, WHA| S3 3G, AA| S4 ADEE =7 HY oY 55
Table 5. List of edited recording of Samsung Galaxy Note, Galaxy S2, Galaxy S3 3G, Galaxy S4 for

experiment
ZAIEE
7% AG A kB A4 82 A4 83 3G A A 54
=5 &4
= B4 500l mda | B4 HS00L00Lmda | o4 SE002mda | 24 5 001.mda
uk 44 w5 003.amr | €4 H5003.amr | £4 55 004amr | B4 55 003.amr
mms®F4 | A4 55 006.amr | B4 5 005.amr | B4 S 006.amr | 54 8- 005.amr

E 6. A LE Edge, HHA| LE 5, WA LE 8 ADIEE 55 HE 1Y 55
Table 6. List of edited recording of Samsung Galaxy Note Edge, Galaxy Note 5, Galaxy Note 8 for

experiment
g3 B4 %5001 _00Lmda | 84 001-1.mda 544 001-1.mda 544 530-1.mda
out ksl |24 =S8 _00Lmda | 84 003-1.mda S 003-1.mda 41 532-1.mla
= a3 B4 006 _0Lanr | 54 005-1.mda 54 005-1.mda 544 534-1.mda
2oL 44 013-1.mda 544 007-1.mda 54 536-1.mda
alE] 3 g3 B4 =E007T_00Lmda | sEFR-001-lmda | 8ER-001-lmda | 4P 001-1.mda
olubgal | A 5009 _00Lmda | SEH-003-Lrda | SEHF003-Lmda | SEH003-1.mda
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Table 7. List of edited recording of Samsung Galaxy Note 9, Galaxy S8, Galaxy S10 for experiment

A -5-7 54 5011 _00Lanr | SEM-005-Lmda | SEFF005-Loda | SERH006-1mda
) 44 55013 _001.mda
3] 2| labgal | 4 55015 00Lmia
e | 84 %5017 _00Lamr
7. WA LE 9, WA S8, WA S10 ADIEE 52 HE 1Y 55

oE | meen | PRI ISR amg ss | A 810
) 4 00Lmda | S4001-lmda | 840 001-Lmda | 54 001-1.mda

. el | 541 003-1.mda | &4 008.mda | 541 003-1.mda | &4 005-1.mda
&3 44 005-1.mda | -S4 012.mda 24 005-1.mda | &4 009-1.mda
~Elge | 4 007-1.mda | 49 010.mda | 94 007-1.mda | &4 013-1.mda
254 AlEl 001-1imda | SlElH 001.mda | el 001-1nda | lelH001-1.mda

e | edubead | QEH003-1ida | SEH 005.mda | SlEH003-1ida | STEH005-1.mda
A5 E 005-1.mda | SlEJH 009.mda | Sl 005-1.mda | SlEbH-009-1 mda

v. 2N 9 E9|

5.1. 7|54, CER0|= HAEY 55 20 22 ¥ #2 1l §3
]'—L']' 711:4' mms u‘l"%' = \JL
& lon/off) 7152 WA 7 o)]F e gich

Aglel AHgEE ~ntEE 1209 qtERo)=
gdEeol= HA 6.0.1 o]dtelx] A=l 2eF L

=
3,
it
o
oL
i
clo
=
i)
rlo
r—
==
o)

I 8. Al/d ADl.E% j‘xﬂi OMh:O El:g_).
Table 8. Samsung smartphone's voice recording mod

Gk ~ntEE 7)5 qh=gol= w4 TERE S wA
1 AA RE 4.1.2 ]
2 A A 52 4.1.2 W ¥ 2 A
3 A=12 83 3G 43 v
3 © ) = mms
4 Hel Al 84 5.0.1 oS i iE B
SR
5 A4 ek Edge 6.0.1 e e gt ans
6 A4 xE 5 7
7 A xE 8 7.1.1
8 AGA e s 8.0.0 alu}
9 WA wE 8.1.0 olEl e | e | oAl
10 A4 ‘38 9 28 # 8. 5-E{on/off)
11 %4 810 9
12 AA xE 9 10
55 oA whE ere s 5L (% 9)9) Pl HEY ‘mms -89 A9 dmRelm wlg 41,2
~ 6.0.1 e]selA= Ei%i} AFE, g 24§ v g SAo] Fdshar, dwk mEsh <lEd
Eroxe ez} glglel HE 4 - Ao g gk=Zel= w4l 5.0.1. oI5} 6.0.1 7bel FEE3
Aes, ol 29 5 5Ae] *ME} = vt
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ohegel= WA 4.1.2 ~ 6.0.19 ArtEE AA &AARE e w3 slE HAd g9ds AAehs
P (117 ) 9R md d5F W R Aehdr)sd R Hdw-001R AAEa, HE
G2 Fdehfr]shs 74 982 wedv o HE o)
E 1. &Y A01EE 34 53 o g 7|53 8 DB (RIE20/E 4.1.2~6.0.1)
Table 11. Editing and (right) saving edited recording function Samsung smartphone
recordings(Android 4.1.2~6.0.1)

ik 2PEEE 7]% FERe|= A BRI A4 sielw
1 A =B 4.1.2
sle)a abal)y LS REE-R
2 A4 52 412 A sz Ay 456 001-001
3 B4 83 3G 4.3 eh)7]
4 A4 84 5.0.1 SR gl R Ayl oS 0]
5 M A nE Edge 6.0.1

(23] 9)%= A=A S2(¢h=Rol= WA 4.1.2)9] & &4 - ¥507 553 98 39 FA5S
0013 93 g A ddz aAehyz]3 A5 534 'S S 001-001, % oz Fehig A7
gl ‘er=s 001 ¢ 2r]e el A wE nwa Ao},

A8 slodal #1345 o7fe] E9 Awsel 2l Huz)l Ae|dkar, Y8 53] Title: SoundHandle
‘Language : English’ A 87} 915 slelods= #2d=7) edghc} 212 339)9] ‘Encoded date'sl Tagged
date'= @4 AAA (UTC 2020-09-18 11:51:29), 3 wel& [UTC 2020-09-18 11:09:56]), (UTC
2020-09-18 11:12:09] Z Zpze] spdo] AAf%] AZfoR 7|59l 5§ §4 - ¢ite) 58 &4
mmsFFE 22 E3E 98 gelz) By gl a4l Aue) ze]z) i)

4 s JAT § oA A8 Aedges AAsle 98 mds) f3y sl el Hur) Aejsine,
zevpEEe] flHe] AAEl F A4 mhelut AAEe] 9l A5, T AH v BAE Fe A8 Ty %8s
galal 4 9l}.

Journal of Digital Forensics 2021 03.: 15(1) 36

50 - 8



- 51



52 -



4 gEaa gEol M a3

agged datew: B M4l A UAR sFEe] Y
SA5E 9 ol wE 5§ RE 5F &4 1Y

A4 Aaledat A4y ddlde] Falshiebe, 2o dE
12 Aol S48 el 24 G 5 edudel =8
Boaldsts Az, 48 slld dRee S0
A Rilsle], AlE Aslel dedels Pue WARHA

75 3 Az 7P AvRE HaM 5§
A S5 ARl e a4 3l ARl sl
4 e G olfatel NEEglcte gl #@9

4| xu 58] wWaE NE wqlE olgele e AE
ge - gl =5 gl - abid P4 2rje
el [ 1208 3le] 3 2cle sglele g1
sndHandle” Hurl gst srle "uedy Encoded
olelqh B8 HeA x5 A3 s ool
A AT e A 5 gigle] 14t glqle] ol

=

sl o 04 BW EEEY B0 “.IJ




A Study on the Forensic Application of Smartphone Recording Database

At 2utEE A SAE5E o] AR 7S ofisle] Y =& A & AR mhelat 314
dhele| mhed 543 o] el ARE v skl

A As}, 2vpEE 7155 kugeln WAl wel SA%E ) 8 4, 7 2l So] Aelslm
A5 7% "}‘—%0] WA= F5H 538 el AE glslgich

2rtEE Az}l Bdsivlgle 58 7|23 9 AAdd o'l S$AES wbds v ddd AR 5
veldo]E = Aold 4 gla, ARlEE =2 ulel ¢1HL a1 —E’ﬂi%"ﬁ fox AR A, B 7153
A4 A AF kel wet wedleld] 5 el At gl AE sl £ A7 AvfEE AY
Azp YR sl s AAF Feled 93 sl AR Adxs) 4’-:_-‘5121 U, drRelm T o]F WA
oo zgiow ‘Encoded date's 94 o #A A7h Tagged date= 94 =t A Azhem
PaAEs 5L T avleE 58 e 94 5-F 29 o §83 AR AREs 5 9ok

ZPLEE /li#- oA AA WA wrE =g wEe) =g A W3] e w3 S AR u Sl
defAe AL o]Edh HRE o4l wlal H&ol AMgE AntEES 4T 4 9l 7PeAE A4
e Bake] anpEEoZ ow or]e mele] ofnl s]E oW &g mrm Hggl=x] EAY 4
deAd dallde o g8 avtEES] °°"')ﬂ IAE ez oyt Faghk el olv] slsfelA] clekst
ofo]E 7153 FAAAL] T A BAS BAste] 55 male] ofwl ele]EoR W3R AHske
darh A Feolx, SheAE *}%ZM 7 g A AnlEER gERelm EAAE TR
A7t Fasf

A S zd Ao Az 713 ] AR AnfEE S8 dofee]a 5
ATE A Foln, £ =g 53 AvEE F5 dejEle]ls & A Hg v A i 5 43
S sosieleh dA) e AantEE dejejwe]as) Sl AR 5> AR A8 slel 3le] s
AEE e chkgl AvlEE B giode] gk A4 o EA4 A Hl-uﬂhgi dgsty glek 5 AEA
FAEE AW AnEES vESte olE ololE § uhE AlEabet FedAAL] AvtEEd disjqe o
W E st Al Eolc),

gl Emle] 2 mda spele|zln ARIEE 4SS o H83F §132 mda 9l H3 LT EgAE
o] gate] 1% o) W45 A g 5 Hd £4E WA -"? A mda SAE AAE A4
gele] ox]e mel EAL Aolglr}, zER ArEE YH =S dds diiled refdk er]e 3
LEEgeE o]bsle] A Ajclzd Fo] Ay AEE sty R g mele] ex]e miel Fxlx)
o HHE A ehe §4 vt 288

rm o A

B oATdA T ek w8 W6l SR AlEE 9w kg sjs B3 e g e
Begoms 2olEE ovle Us HA oy e & El” A wEsta $4 Adel ARAn
ARES ATT 5 e Aok B FH FU P 2HEE Hg dolellels FuE olgste] 37
S el 4 D) SE Sm g G4 59 Fel Rola, o)F B s g
A4 ol A xEag pE § R 9TE A9Y S gk B AT ARt ere TdNS mER

=1
unpel ZAA F AR E2QY Eofe] Ay el EgE F AleE 2t

Journal of Digital Forensics 2021 03.: 15(1) 40



AOER w& dojejwolas Ena gEo] Wi g

41

# 1 2 # (References)

(1] 45, "4 Sa2iq] 5 Jdige S S40s 4 SRy $498-494 oield”, yapatsf
HFES A4BE pp. 159-189, 20154, 99,

(2] B. E. Keonig, D. 8. Lacey. “Forensic Authentication of Digital Audie Recordings.
Journal of the Audio Engineering Society, Vol. 67, No. 9. 2004,

(3] €. Grigoras. K. Daniel. and J. M. Smith. "Analytical Framework for Digital Auvdio
Authentication”, AES Conference Audio Forensics, Denver, 2012,

[4] Scientific Working Group on  Digital Evidence, SWGDE Best Practices for Digital
Audio Authentication’. 2018-09-20, version 1.3.

(6] C, Grigoras and J. M. Smith. "Forensic Analysis of AAC Encoding on Apple iPhone
Voice Memo Recordings”, Audio Engineering Society International Conference on Audio
Forensics, Parto, 2019,

(6] “2vbEd A o gl 7HRE M8 AR, adlel= 20204 114 238

[7] C. Qrigoras and J. M. Smith, "Large Scale Test of Digital Audio File Structure and
Format for Forensic Analysis, AES Conference Audio Forensics, Arlington, 2017

(8] clalgl 72 o4 -4 W A=l el 11518, 2021

(9] o=le, gt A, (84, #H8e, fael a4y 2o dae e 33 A 4e
] el whielel SyEtel A6, A28, pp, 21-28. 20144, 64,

(100 A H. Moore, M. Brockes. and P. A. Navler. "Hoom [dentification Using Roomprints’
AES Conference Audio Forensics, London, 2014,

[11] K, Rashimika, Patole. 8. Gunda, Kore, and P, P. Pritl, Hege, Reverberation based
Tampering Detection in Audie Recording. AES Conference Audio Forensics. Arlington,
2017,

[12] C. Grigoras. "Digital Audio Recording Analysis: The Electric Network Frequency
(ENF) Criterion”, International Journal of Speech, Language and the Law, 12 (1), pp.
63-76. 2005.

(13) J. Cooper. Alan, "The Electric Network Frequency(ENF) as an Aid to
Authenticationing Forensic Digital Audio Recordings - An Automated Approach’, AES
Conference Audio Forensics, Denver, 2008.

[14) M. Michalek, "Test audio recordings and their use in authenticity examinations.
Database properties of digital audio recorders and recordings’, Problems of Forensic
Sciences, vol. 107, pp. 515-536, 2016.

(15) B. E. Keonig, D. S. Lacey, "Forensic Authenticity Analyses of the Metadata in
Re-Encoded WAV Files”, AES Conference Audio Forensics, London, 2014.

[16) C. Grigoras. J. M. Smith, “Forensic Analysis of Digital Audio File Structure and
Formats”, Proceedings American Academy of Forensic Sciences, 2016,

[17) D. P. Gangwar, Anju Pathania. “Authentication of digital audio recording using file's
signature and metadata properties’, International Journal of Engineering Applied
Sciences and Technology, Vol. 5, Issue 3, pp. 162-165, 2020.

(18] B. E. Koenig and D. S. Lacey. "Forensic Authenticity Analyses of the Metadata in
Re-Encoded iPhone M4A Files', AES Conference Audio Forensics, Arlington, 2017.

[19) J. Zeng, Q. Lian and S. Shi, "Forensic Originality Identification of iPhone’s voice
memos’, Journal of Physics : Conference Series, 2019.

(20]) ®hgel, AlGFAl S TAE er]e o) fF) olf A Aol oigk oY clAHEH] oF
A134, Al 43, pp. 257-268, 20194, 124,

Cixgzgaes A163 1= 20214 03



2021-07-14

A4

= d

o/l
%o

<0
1
i

or

o

il

==
1o

A

AFO|EHEH 2| S AP AXFRES 20214 AfdE7| Tt

W AL

Nu

=
S

I.

H__._._

2'R2

=

of A o MA

F
3

~d

o

o

2 14 67l
22/0) =22 A3

A

[N

il
Tor

o]

ok
O

of

L

—

20| TO[ ArEE]

A{ EH
o o

E

g[o|
o

o

O —

=]

L CHAFZFHO|A AMMELE =

z

off

5]

o

o

i

o=

[

_Z_Iq ol
‘ﬂ H =

o]
—

st
=

i =4
CHAFA =

°

HE
F=2 ZHHE

iR

0%
<k

ol

ol

CfOF7f

2 Aol

—

z

= 70|

—

AEe o BAARAL
56 -



A2 AfYE C{op7t ZRAI9)

(chimerism)&

="
[}

A7 |EE

H3Uct 7|0

o ofyztm Z

CCH
=

7182 =

5|

E
o

oorel oy =20 tieh dALE

=
[

LY EN

off

=

JARS AMYEH Cfofo] DNA &

84

fripd

HE| AY22 7F O0or] Hij

Rz
1d

k=

=
32

op 7| 457 oo

(o)
LS

AAZS Y RO W7t SYE 3|

i

Atziel mo|at

S oM ey

OoFf
[=]

=0l =4

o

s 0

2h APZ| A S AR

S

_7T<_|

B4

o I
=

oju

S ot |

o4

&r
_Z_l

= 'z

o AR

/AR E 7| A}

- 57



ol 5F
g

41

58 -






